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The need for benign traffic

Network Intrusion Detection System (NIDS)

NIDS : devices/applications that monitor traffic inside a network in order to detect malicious activities/policy 
violations.[Burton2003]

Anomaly-based NIDS : Compute (statistical) models for normal network traffic and generate alarms when 
there is a large deviation from the normal model. [Wang2004]

Many false positives.
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The evaluation of anomaly-based 
NIDS

To evaluate those NIDS, we need benign traffic in particular.
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The need for artificial traffic

Real benign traffic is hard to collect and to share for various reasons [Ring2018] :

● Recording is tedious,
● Sharing threatens privacy
● Data becomes obsolete fast 
● Labeling is not certain

A solution is to use synthetic benign traffic instead.

Synthetic : Not a direct recording of user activities.
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What is traffic anyway…

Different scales of traffic

● Flow : unidirectional sequence of packets with some common properties that pass through a network 
device. Netflow format

● Packet : formatted unit of data carried by a packet-switched network. Packet repartition inside a flow.
● Binary : Actual content of the packets of the flow.
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GANs for generating Network 
Traffic
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First try

Generative Adversarial Networks [Goodfellow2014]

GAN have been proposed for generating benign traffic[Ring2018]

A generative model composed of two neural networks.

The two networks train concurrently.

We have tried multiple global GAN architectures and
multiple layer structures.

We can see that the result is incoherent (port issue).
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Evaluation of Generation

Evaluating data generation is difficult

Question that was risen in other domains.

We extract 3 criteria from these domains:

● Realism : The produced synthetic network flows should be close to the real network flows
● Diversity : The network flows  should  have  the  same  variability as the real flow
● Authenticity : A generated traffic flow should not be a simple mere copy of a real traffic flow

From Network generation, we extract another criterion:
● Compliance : A generated flow should be conformed to network protocol specifications.
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Evaluation of Generation
Illustration of realism

Real
Generated



GANs for generating Network Traffic

21/06/2023-12

Evaluation of Generation
Illustration of diversity

Real
Generated



GANs for generating Network Traffic

21/06/2023-13

Evaluation of Generation
Illustration of authenticity

Real Generated
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Evaluation of Generation
Illustration of compliance
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Bayesian Network for 
generating netflows
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Generating Netflow traffic with Bayesian 
Networks (BNs)

Netflow traffic is similar to tabular data

Graphical models representing 
probabilistic relationships among 
variables[Heckermn1998]

Consists of nodes and directed edges in 
a directed acyclic graph

Each node has a conditional probability 
table (CPT)
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Comparing BNs and GANS
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Where are we

We can generate independent flow descriptor
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Generating sequences of Flow

Generate flow sequentially and compare the results with the real sequence

For the moment, we generate flow independently

This is quite unrealistic in a network context (DNS request before HTTP)

We would like to generate flow sequentially

We would have the challenge to see if temporal dependency is well-preserved

Flow N-3

Flow N-2

Flow N-1

Flow N

Flow N+1

Flow N+2
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Generating the sequence of headers

Exhibit patterns in a time series and generate those conditionally

For the moment, we have flow descriptor

If we want to go beyond, we need the ordering of the packet of the flow

We need to extract patterns of how packets are ordered inside a flow

We also need to study the repartition of some properties among packets

Bytes?

Direction?

Interarrival Time?
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Generating the payload of packet

Generate payload of packets.

Generate hex of the packet constituting the flow

Maybe using a GPT model, to generate a sequence of hex conditioned on the size

Not entire packets, because most of it is encrypted

Less interesting for you, I think
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To conclude

I’m working on generating synthetic benign traffic

I’m using machine learning for this task

I’m currently able to generate independent Netflows

There is room for improvement :

Including temporal dependencies in the generation

Generating packets inside a flow

Generating their ordering or their content



To conclude …
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