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¢ Context and goal

Network
= Computers communicate over networks for information sharing
= A communication (flow) between two computers is composed of an exchange of packets

= Each packet has a payload (the data to be shared) and a header (for networking)

Intrusion detection
= Systems are under attack: DDoS, bruteforce, APT, etc.
= Network intrusion detection systems (IDS) analyze packets to identify attacks

= Commercial performances claims can be very different from actual performances

= IDS evaluation is difficult: getting network data is hard (privacy issue, obsolescence, etc.)

v

Our goal is to generate synthetic normal (benign) traffic to evaluate IDS
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[ Associated team "SecGen"

SecGen

= A formal collaboration between Inria and CISPA: the SecGen project (started in 2023)
= CISPA brings data mining and deep learning expertise: Mario Fritz, Jilles Vreeken
= Inria brings network and IDS expertise: Pierre-Francois Gimenez, Yufei Han

= Two goals:

= generate benign network data that resemble public datasets (data augmentation)
= evaluate synthetic traffic by using it for anomaly detection

Ongoing work
= Generation of sequences of communication flow descriptions (not individual packets) with
MDL and Bayesian networks

= Two PhD students worked in the other lab for two months, with good results
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¢ Scientific questions

CentraleSupélec

Synthetic data generation
= How to generate sequences of packets (header + payload)?
= How to transfer generation to other network architectures?

= How to generate system logs (process creation, file operations) correlated to network
events?

= How to assess and qualify synthetic data with anomaly detection?

= How to ensure the privacy of synthetic data generation?

What tools could be used?
= Data mining with MDL or grammatical inference
= Statistical learning with Bayesian networks
= Generative Al with LLMs or GANs

We are looking to expand SecGen with new researchers / PhD students!
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